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Please note: sipPROT 5.4 Standalone is only available for PBXware versions 7.5 and higher.

SIP INVITEs Rate Limiter

In an effort to enable administrators to have more control over incoming SIP traffic, sipPROT
supports rate limiting SIP INVITE requests sent to the system. This could act as a good tool
for managing spam invites, that even though are rejected, still end up showing up on various
logs and monitoring dashboards.

The rate limiter functionality allows the administrator to define the exact number of INVITE
requests that can be received from a single IP address based on the frequency of the
requests: per second, per minute or per hour.

To account for specific situations where a burst of invites is sent (for example a large
conference call), sipPROT lets the administrator define the allowed number of requests in
that burst.
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For example, when a system receives 20 SIP INVITE requests from a single IP address
within @ minute, the rate limiter is triggered. Once active, the system will accept only one
INVITE every three seconds, while any additional INVITE requests sent in the meantime will
be dropped. The behavior is defined by the following formula:

The dynamic blocking rules can be applied to rate limited IP addresses as well, meaning
that if an address has been rate limited for example, three times in three hours, it will be

permanently blocked, with an automatic note generated that the IP address was blocked
by the system.

To activate this functionality, the checkbox next to Block SIP INVITE Attacks needs to be
selected.

Additionally, logs of all addresses affected by the rate limiter will be stored in the Attack
logs, so that administrators can monitor the attacks and act accordingly.
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Please note: for each call, two SIP INVITEs are sent. The first INVITE initiates the call, but is

rejected by the system requiring authentication. The second INVITE carries the authentication
details, after which the connection is established.

Allowed IPs will be exempt from the rate limiter, but all other addresses that are not on
the Allow list will be affected by the rate limiter.

The rate limiter is disabled by default.
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IPv6 support

Boosting the security of systems protected by sipPROT, sipPROT can now detect attacks
coming from IPv6 addresses.

This also extends to the dynamic blocking functionality, meaning that sipPROT will temporarily,
then permanently block an IPv6 address, according to the configured settings.

All attacks will be documented in the attack logs.
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Improved notification settings configuration

The “From name” and “From email” fields were added in the notification settings, so that
sipPROT admins can configure the host name and email address that will be displayed on
sipPROT notifications. As for the security settings, the username and password fields are

now optional.
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