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Improvements & Bug fixes:

Configured the service to listen exclusively on the internal network MAN IPv6 address,
reducing exposure and limiting the attack surface.

Added notifications when sipPROT firewall protection is disabled on a host.

Excluded sipPROT from backup host installations and ensured existing instances are
stopped and removed during updates to prevent unintended license consumption.

Improved sipPROT logging for configuration changes, including GeolP policies and country
settings.

sipPROT is now compliant with Content Security Policy (CSP) in PBXware.
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5.4.0

Improvements & Bug fixes:

« Fixed an issue where sipPROT Standalone could not resolve trusted domains.

« Added ability to block spam INVITEs from single IPs by setting a SIP Invite rate limit.
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5.3.0

Improvements & Bug fixes:

« Fixed an issue where sipPROT on hosts failed to propagate events to sipprot-adm.

e Integrated APl documentation into sipPROT GUI for Dynamic Denylist, Allowlist, Hosts,
Denylist, and Attack Logs management.

e Attack detection and dynamic deny list now support IPvo.
« Administrators can now enable/disable TLS for their mail servers.

« Fixed anissue preventing sipPROT from configuring and protecting processing hosts on
different networks.

« Fixed incorrect count of dynamically blocked addresses.
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5.2.0

Improvements & Bug fixes:

« Removed validation on SMTP user/password fields and added indicator that fields are
optional.

« Fixed sipPROT running in KVM VPS environments.
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5.1.0

Improvements & Bug fixes:

« Added ability to import SMTP configuration and recipients from PBXware.

« Fixed a bug where sipPROT would block the source country of incoming IP.
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